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2 cMC EERAER

2.1 ZZREFN
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® 5 IPMI2.0, IPMI#ZEOEHE KCS, LANPLUS, IPMB
e EIB{MY: IPMI2.0, HTTPS. SNMP. Smashclp
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® Redfish
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o ZHEE: RAFHAR (SEL) . HItAR, REHKEZHASE (IDL) N—RI&ER
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2.2 REEO

2.2.1 IPMI 2.0
B8 ID 53

* 2-1 #O@E D nEx

2.2.1.1

iEiE 1D &0 iz XHEERE
0x00 Primary IPMB |5kH =

0x06 Secondary IPMBi5@]ME =

Ox0A Third IPMB < FH =

0x01 Primary LAN THEREO =

0x08 Secondary LAN [EAETENO =

OxOF KCS/SMS HHIPMBEE &
2.2.1.2 LANPLUS #0

CMC 37§55 IPMI 158 V2.0, F®& V1.5, XFHEWAAEET RMCP 8 RMCP+EIUHY

IPMIER,

IPMI ST ZBEHTIZE

£ 2-2 IPMI X2 EH

ID IAES & TEMEE nES %

1 RAKP-HMAC-SHAT1 NONE NONE

2 RAKP-HMAC-SHAT1 HMAC-SHAT-96 NONE

3 RAKP-HMAC-SHAT1 HMAC-SHAT-96 AES-CBC-128
6 RAKP-HMAC-MD5 NONE NONE

7 RAKP-HMAC-MD5 HMAC-MD5-128 NONE

8 RAKP-HMAC-MD5 HMAC-MD5-128 AES-CBC-128
11 RAKP-HMAC-MD5 MD5-128 NONE

12 RAKP-HMAC-MD5 MD5-128 AES-CBC-128
15 RAKP_HMAC_SHA256 NONE NONE

16 RAKP_HMAC_SHA256 HMAC-SHA256-128 |NONE

17 RAKP_HMAC_SHA256 HMAC-SHA256-128 |AES-CBC-128




2.2.1.3 IPMI %%
TERENXT CMC 8 IPMI 552,
IPMI Spec R4 :

% 2-3IPMI NetFn

NetFn ApPpP Chassis [S/E Storage (Transport Bridge

Value 0x06 0x00 0x04 OxXO0A 0x0C 0x0

% 2-4 IPMI Spec fREHS
IPMI Device “Global” Command NetFn CMD Support
Get Device ID App 0x01 Yes
Broadcast ‘Get Device ID' [1] App 0x02 Yes
Cold Reset App 0x03 Yes
Warm Reset App 0x04 Yes
Get Self Test Results App 0x05 Yes
Manufacturing Test On App 0x06 Yes
Set ACPI Power State App 0x07 Yes
Get ACPI Power State App 0x08 Yes
Get Device GUID App 0x09 Yes
Get NetFn Support App 0x10 Yes
Get Command Support App Ox0A Yes
Get Command Sub-function Support App 0x0B Yes
Get Configurable Commands App 0x0C Yes
Get Configurable Command Sub-
functions App 0x0D ves
Set Command Enables App 0x60 Yes
Get Command Enables App 0x61 Yes
Set Command Sub-function Enables App 0x62 Yes
Get Command Sub-function Enables App 0x63 Yes
Get OEM NetFn IANA Support App 0x64 Yes
BMC Watchdog Timer Commands NetFn CMD Support
Reset Watchdog Timer App 0x22 Yes
Set Watchdog Timer App 0x24 Yes
Get Watchdog Timer App 0x25 Yes
BMC Device and Messaging Commands | NetFn CMD Support
Set BMC Global Enables App 0x2E Yes
Get BMC Global Enables App 0x2F Yes
Clear Message Flags App 0x30 Yes
Get Message Flags App 0x31 Yes




Enable Message Channel Receive App 0x32 Yes
Get Message App 0x33 Yes
Send Message App 0x34 Yes
Read Event Message Buffer App 0x35 Yes
Get BT Interface Capabilities App 0x36 Yes
Get System GUID App 0x37 Yes
Set System Info Parameters App 0x58 Yes
Get System Info Parameters App 0x59 Yes
Get Channel Authentication Capabilities App 0x38 Yes
Get Session Challenge App 0x39 Yes
Activate Session App 0x3A Yes
Set Session Privilege Level App 0x3B Yes
Close Session App 0x3C Yes
Get Session Info App 0x3D Yes
Get AuthCode App O0x3F Yes
Set Channel Access App 0x40 Yes
Get Channel Access App 0x41 Yes
Get Channel Info Command App 0x42 Yes
Set User Access Command App 0x43 Yes
Get User Access Command App 0x44 Yes
Set User Name App 0x45 Yes
Get User Name Command App 0x46 Yes
Set User Password Command App 0x47 Yes
Activate Payload App 0x48 Yes
Deactivate Payload App 0x49 Yes
Get Payload Activation Status App Ox4A Yes
Get Payload Instance Info App 0x4B Yes
Set User Payload Access App 0x4C Yes
Get User Payload Access App 0x4D Yes
Get Channel Payload Support App Ox4E Yes
Get Channel Payload Version App Ox4F Yes
Get Channel OEM Payload Info App 0x50 Yes
Master Write-Read App 0x52 Yes
Get Channel Cipher Suites App 0x54 Yes
Suspend/Resume Payload Encryption App 0x55 Yes
Set Channel Security Keys App 0x56 Yes
Get System Interface Capabilities App 0x57 Yes
Firmware Firewall Configuration App 0x60-0x64 | NO
Chassis Device Commands NetFn CMD Support
Get Chassis Capabilities Chassis 0x00 Yes
Get Chassis Status Chassis 0x01 Yes
Chassis Control Chassis 0x02 Yes
Chassis Reset Chassis 0x03 Yes




Chassis Identify Chassis 0x04 Yes
Set Front Panel Button Enables Chassis 0x0A Yes
Set Chassis Capabilities Chassis 0x05 Yes
Set Power Restore Policy Chassis 0x06 Yes
Set Power Cycle Interval Chassis 0x0B Yes
Get System Restart Cause Chassis 0x07 Yes
Set System Boot Options Chassis 0x08 Yes
Get System Boot Options Chassis 0x09 Yes
Get POH Counter Chassis OxOF Yes
Event Commands NetFn cMD Support
Set Event Receiver S/E 0x00 Yes
Get Event Receiver S/E 0x01 Yes
Platform Event (a.k.a. “Event Message”) S/E 0x02 Yes
PEF and Alerting Commands NetFn CMD Support
Get PEF Capabilities S/E 0x10 Yes
Arm PEF Postpone Timer S/E 0x11 Yes
Set PEF Configuration Parameters S/E 0x12 Yes
Get PEF Configuration Parameters S/E 0x13 Yes
Set Last Processed Event ID S/E 0x14 Yes
Get Last Processed Event ID S/E 0x15 Yes
Alert Immediate S/E 0x16 Yes
PET Acknowledge S/E 0x17 Yes
Sensor Device Commands NetFn CMD Support
Get Device SDR Info S/E 0x20 Yes
Get Device SDR S/E 0x21 Yes
Reserve Device SDR Repository S/E 0x22 Yes
Get Sensor Reading Factors S/E 0x23 Yes
Set Sensor Hysteresis S/E 0x24 Yes
Get Sensor Hysteresis S/E 0x25 Yes
Set Sensor Threshold S/E 0x26 Yes
Get Sensor Threshold S/E 0x27 Yes
Set Sensor Event Enable S/E 0x28 Yes
Get Sensor Event Enable S/E 0x29 Yes
Re-arm Sensor Events S/E 0x2A Yes
Get Sensor Event Status S/E 0x2B Yes
Get Sensor Reading S/E 0x2D Yes
Set Sensor Type S/E Ox2E Yes
Get Sensor Type S/E Ox2F Yes
Set Sensor Reading And Event Status S/E 0x30 Yes
FRU Device Commands NetFn CMD Support
Get FRU Inventory Area Info Storage 0x10 Yes
Read FRU Data Storage 0x11 Yes
Write FRU Data Storage 0x12 Yes




SDR Device Commands NetFn CMD Support
Get SDR Repository Info Storage 0x20 Yes
Get SDR Repository Allocation Info Storage 0x21 Yes
Reserve SDR Repository Storage 0x22 Yes
Get SDR Storage 0x23 Yes
Add SDR Storage 0x24 Yes
Partial Add SDR Storage 0x25 Yes
Delete SDR Storage 0x26 Yes
Clear SDR Repository Storage 0x27 Yes
Get SDR Repository Time Storage 0x28 Yes
Set SDR Repository Time Storage 0x29 Yes
Enter SDR Repository Update Mode Storage 0x2A Yes
Exit SDR Repository Update Mode Storage 0x2B Yes
Run Initialization Agent Storage 0x2C Yes
SEL Device Commands NetFn CMD Support
Get SEL Info Storage 0x40 Yes
Get SEL Allocation Info Storage 0x41 Yes
Reserve SEL Storage 0x42 Yes
Get SEL Entry Storage 0x43 Yes
Add SEL Entry Storage 0x44 Yes
Partial Add SEL Entry Storage 0x45 Yes
Delete SEL Entry Storage 0x46 Yes
Clear SEL Storage 0x47 Yes
Get SEL Time Storage 0x48 Yes
Set SEL Time Storage 0x49 Yes
Get Auxiliary Log Status Storage Ox5A Yes
Set Auxiliary Log Status Storage 0x5B Yes
Get SEL Time UTC Offset Storage 0x5C Yes
Set SEL Time UTC Offset Storage 0x5D Yes
LAN Device Commands NetFn CMD Support
Set LAN Configuration Parameters Transport | 0x01 Yes
Get LAN Configuration Parameters Transport | 0x02 Yes
Suspend BMC ARPs Transport | 0x03 Yes
Get IP/UDP/RMCP Statistics Transport | 0x04 NO
Serial/Modem Device Commands NetFn CMD Support
Set Serial/Modem Configuration Transport | 0x10 Yes
Get Serial/Modem Configuration Transport | 0x11 Yes
Set Serial/Modem Mux Transport | 0x12 Yes
Get TAP Response Codes Transport | 0x13 NO
Set PPP UDP Proxy Transmit Data Transport | 0x14 NO
Get PPP UDP Proxy Transmit Data Transport | 0x15 NO
Send PPP UDP Proxy Packet Transport | 0x16 NO
Get PPP UDP Proxy Receive Data Transport | 0x17 NO




Serial/Modem Connection Active Transport | 0x18 NO
Callback Transport | 0x19 Yes
Set User Callback Options Transport | Ox1A Yes
Get User Callback Options Transport | Ox1B Yes
Set Serial Routing Mux Transport | 0x1C NO
SOL Activating Transport | 0x20 NO
Set SOL Configuration Parameters Transport | 0x21 Yes
Get SOL Configuration Parameters Transport | 0x22 Yes
Command Forwarding Commands NetFn CMD Support
Forwarded Command Bridge 0x30 NO
Set Forwarded Commands Bridge 0x31 NO
Get Forwarded Commands Bridge 0x32 NO
Enable Forwarded Commands Bridge 0x33 NO
Bridge Management Commands (ICMB) | NetFn CMD Support
Get Bridge State Bridge 0x00 NO
Set Bridge State Bridge 0x01 NO
Get ICMB Address Bridge 0x02 NO
Set ICMB Address Bridge 0x03 NO
Set Bridge ProxyAddress Bridge 0x04 NO
Get Bridge Statistics Bridge 0x05 NO
Get ICMB Capabilities Bridge 0x06 NO
Clear Bridge Statistics Bridge 0x08 NO
Get Bridge Proxy Address Bridge 0x09 NO
Get ICMB Connector Info Bridge O0x0A NO
Get ICMB Connection ID Bridge 0x0B NO
Send ICMB Connection ID Bridge 0x0C NO
Discovery Commands (ICMB) NetFn CMD Support
PrepareForDiscovery Bridge 0x10 NO
GetAddresses Bridge 0x11 NO
SetDiscovered Bridge 0x12 NO
GetChassisDeviceld Bridge 0x13 NO
SetChassisDeviceld Bridge 0x14 NO
Bridging Commands (ICMB) NetFn CMD Support
BridgeRequest Bridge 0x20 NO
BridgeMessage Bridge 0x21 NO
Event Commands (ICMB) NetFn CMD Support
GetEventCount Bridge 0x30 NO
SetEventDestination Bridge 0x31 NO
SetEventReceptionState Bridge 0x32 NO
SendICMBEventMessage Bridge 0x33 NO
GetEventDestination (optional) Bridge 0x34 NO
GetEventReceptionState (optional) Bridge 0x35 NO




2.2.1.4 IPMI CMD Tool

BE IPMitool # AR KX IPMI <, TIAAFERENAIE LANPLUS #HOH IPMI F4he
%, IPMItool & Windows RRAH] Linux fRA, EARGSHERAEIESE IPMI B,

TEHEQ:
® Open, Linux OpenIPMI #O[HR&]
® LANPLUS, IPMI2.0 RMCP+ LAN #[

2-1 IPMItool CMD

Commands:
raw Send a RAW IPMI request and print response
i2c Send an I2C Master Write-Read command and print response
spd Print SPD info from remote I2C device
lan Configure LAN Channels
chassis Get chassis status and set power state
power Shortcut to chassis power commands
event Send pre-defined events to MC
mc Management Controller status and global enables
sdr Print Sensor Data Repository entries and readings
sensor Print detailed sensor information
fru Print built-in FRU and scan SDR for FRU locators
gendev Read/Write Device associated with Generic Device locators sdr
sel Print System Event Log (SEL)
pef Configure Platform Event Filtering (PEF)
sol Configure and connect IPMIv2.0 Serial-over-LAN
tsol Configure and connect with Tyan IPMIv1.5 Serial-over-LAN
isol Configure IPMIv1.5 Serial-over-LAN
user Configure Management Controller users
[« ELLTN Configure Management Controller channels
session Print session information
demi Data Center Management Interface
nm Mode Manager Interface
sunoem OEM Commands for Sun servers
kontronoem OEM Commands for Kontron devices
picmg Run a PICMG/ATCA extended cmd
fwum Update IPMC using Kontron OEM Firmware Update Manager
firewall Configure Firmware Firewall
delloem OEM Commands for Dell systems
shell Launch interactive IPMI shell
exec Run list of commands from file
set Set runtime variable for shell and exec
hpm Update HPM components using PICMG HPM.1 file
ekanalyzer run FRU-Ekeying analyzer using FRU files
ime Update Intel Manageability Engine Firmware
vita Run a VITA 46.11 extended cmd

2.2.2 Web GUI

F#5 HTTPS (i 0 443) A8 Web GUI, HTTP BIAZR., Web GUI 2t S1EHm, BT
EERAER. RASHIRES, HIZHHEENRSSE.



& 2-5 37FFH9 0S RNlisR

E Pik0S ¥ 53 2R AR AR
Windows 7.1 x64 Windows &EFif:
Windows 8 x64 Edge. Firefox 43+, Chrome 47+, IE 11+

Windows 10 x64
Ubuntu 14.04.03 LTS x64

LinuxZ P ig
Firefox 43+, Chrome 47+

XF Web GUIBSEZHEE, 55 "2 3 & CMC Web GUI M4E" .

2.2.3 SNMP

SNMP 2EF TCP/IP MR ME EBIRE, B2—TE IP MEFSEMET = (MRS .
T1EUE. BBHR[. XBHNF) NFREMY., MEEERATTLUET SNMP #FIMNET R 008
EHB AR SEEHIRESRRMME L IAE)RE,

£ CMC b, migAIBOTLUEIS SNMP 3510 CMC SKEMLZER. AFPEE. BE. BE. B
FEZREEEL, FNTTLUEE SNMP #1T CMC 2HEE. EBRSE.

® ik SNMP Get/Set/Trap,

® ¥ V1/V2C/V3 hRA,

® SNMPv3 ZFRHAIEE R MD5 & SHA, MZEEAN DES = AES,

® SNMP XFEWRARBRR., EREBRE. BHERS. REBFERE,
® SNMP Set X¥ K& CMC S#RE.,

® SNMP Trap, CMCEBEZEFEREE Trap SHE AKX R iziF Trap #IL,

& 2-2 SNMP [HIE[E

/Fault snmptrap\ L=
Detect snmptrapd '

snmpd snmpgefc
snmpset
NC Y,

2.2.4 Smashclp CLI

Smashclp CLI 2— &€ T TR, &BoJPUENE CLI FHH ST CMC BIERR1E,

10



XF Smashclp CLI BiFHER, 2N "% 4 ZF Smashclp CLI GLTHEENR" . X
F Smashclp WFEENX, BEE2Q "F£ 55T RNEMNHERKIE" .

2.2.5 Redfish

Redfish R—M M E@IRE, SERBEM RESTUl HOKRRTEUE. CEMKRE, &E
REARRGEAU SRS . WEHENZENXER, 5T R, X TRHY Redfish BIARSER,
EFIHTTLUBIT RIX HTTPS ERKIRE CMC 58, FEE CMC B9RME. BFIHTLLIBE
HTTPS ZEFimifiia) Redfish fRSS . BEKIEREZEMER"GET", "PUT", "POST", "PATCH".
"DELETE", RIZXFZHWEIEEZ json 83,

CMCRedfish E4RFIESE X (RBRERSSHR Redfish AP FH) , WEREEAL
MR RR R AR A RIREL,

2.3 T2EE
2.3.1 245

o ZHESERND

ZNEEENEFTEMEINELN admin APERRE—B, XEE—ENXRYE, Z55itE
SRS, RESHNEEEARCARNRMEKRINES, EHHTBLEN, RiP
AR EE

o AFPKSZEER

(MCKSZLBEBHRKERERE. BHEXY. ZFRHLEBESRMNEREUBIE
FEe, FESENOCHRIEADS BRERNREREXMANOSFERRIIKSZE,

& LEMNRZZIRAMKE

CMC R &/IMUREN SRR SR O, XBUAERNRS, RAMERZEINY, A
KARZEMNEHRO,

o EHTASHNREE

CMC X#ESHEBNARF, 84F IPMI, Web, SSH #1 SNMP P, EXAFPRBARAE
NEABNE, SWAPNKRESIL, BXEFHRENZE/MAENER,

o REFHRZERH

CMC BB RARERKENZAMEE LR ITHZES, AEMRE RGN
FEEHIRE, REBIAAFEGENRRE, BIERGHESENR. BHRAHER
&, BIEAR &, ARFRES. FAREMGXENGEGEXHZBEERIH.

o RHRZEEMN

11



CMC 3Z# Flash, 8 Flash EEE—HREXHE, SIFRNEGEAR, BEEEEHNT
A,

o ETHENERIRE

EFReEZE, NPt w0, HEER. MAC ESNMEERRSHFEREDN RFTER
MNEE, APUREERZSR, IRZBSRNEEFHMN, BlEIEETTE,

o QOEHEE

CMCIERFIEEONIETERE, CRASNEESHRENE. BEEQ. BERIP, #
ERARP . TS, IFEE Web SHBR, FEFEHFRICRK Syslog fhk, BilE
HEZEIERBINERBEESK, @EZHEE IDL 2R C(MCIRENAEEE, BTFiER
CMC RELEET IPMI ERB[OEHFHLICR, SRASHEENNLERN, EEERDN
BN P17 B2 B,

o HIEMEEMRER

CMC IR EIRER L. 4T cookie PERZLELHITMEFM, BINER HTTPS
#1Ti@1S, LDAP. AD. Radius & Syslog %1934F OVER SSL, PUMRIEHURERMNR M,

e FHE®E

CMC 325 SSLIEBEMMIEBERINGE, MiREREM , ZINERA EH CEBMARB,
HEREHIER, RIEEBHNBRM, CMCIESE LDAPIEBHNSAINGE, AiEERRA
ERMBZINGE, RBREREN.

2.3.2 SMREREN

o FRAWSMEZINAEERMNEX CMCHITEEREE.
® XAAEANRZKRO, ERRENMGHTER.
o EMEIT C(MCEREEER, EMEHZEMHT.

2.3.3 £2NE
2.3.3.1 EARFP/ZE5

ATHERFERIEE, & 2-6 #iRT C(MC RARZIAOZL,

*x 2-6 RABAF/EH

RINHF/EB | M6FEEHRIAE &

CMCEBINABF&/ | AFP4&: admin BAFRadminfiERaXE, ETAE
285 28 admin administrator,

12



EI\BP/E5 M6F & IAE g

BRINZBEN, FEREEHEREEK,
U-Bootin @ ZEAFTMBEERME. K
UbootZ33 inspur@u600t Big%E, BTRAXGS, WHEEXESN, 7
5% (RMRERSBCMCEEFH#) .
CMCEOMF/% | BF&: sysadmin | (XPRCMCEW & OF L, #4TCMCREIRA4E
i) 83 superuser i,

15 B3
HRERGNREN, BIVEEERBAETHERBINE,

2.3.3.2 HFPg®E

CMCRXAETHRENAMAFBAKER, RANREBREINNAFEE. ENEE. B
BiEH . Z2EE. B2, ZiMeE. BREESXNMPER, NS 'EERR". "BIF
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MAFHRIREARE, BXSEBHIREAET 300 &,
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2.3.3.5 ZBEKE

CMC ZRIEEIE: BHRERE. BHEAXY. FELBHERMNEREMME. N THILE
BENMROERE, ZHEREERVRETBREED 8 ML, ZHXRECLE 3TRUL;
AAFPRYAREEERPNALBHICREE, BNAREHERIUIEERE.

oE'CMCIEE>APRBAL SR HITIRE, REAEIEESN "3.8.2 ARPEHALER" |
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NET:ERR_CERT_AUTHORITY_INVALID

Rt BEETSER

IEARSS B FEATERE100.2.52.87 ; B EHNRFRANMSEEZ RIS, HWHItEIE
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X% RRHIER

o T
o T

® TmFS

o AFTHS

RHKRSBNEAER, 85F:

mER: RE[ETMEE,
mEMR: RE|[/ET MBI
o HIER: RER[OFIES.

D RESBRNTRES.
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23




FHERER

AESM=REEER>TIARR |, FTHNTE 3-5 Fimf .
3-5 JJR1RIR

A XM - TR

TR e

L3 FEPTIE BT

CMCIP:

100.3.8.61

‘P /S ORE X uolRE AXURE B BMCeth0 = BMCethl
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3 2020-08-23T19:22:21+08:00 PSU1_Status power_supply
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presence_detected-asserted
presence_detected-asserted

initiated_by_warm_reset-asserted

2H

i ik

=4I

SELHHIZEHID,

B Ta) &

=4 AEEMAEE,

(EIRECE=ATH

1§IL‘\%§%WI
Ro

Tipmitool sdr elist&E &%

R& LA ERSESE

(ERE e

IPMI2.0hE X BIEREREE, ©5:
® Temperature //iBEER
® \Voltage //HBEERKE

® Power Unit //PSURSIERXEE

R

H
7

SHFEARER.

4% 3-12 %%%'ﬁ: E Il)ﬁ{’ﬁl%ﬂg

fifiik

EREAHRE | ERSNELBBHUEITIRER,
(BMHXE | ERKFSBIR, EBIEEE) |

ofE: O] LARIZIRERIEIN
EEREPICROFESH.

THEA4AE

REZZA T TRE4E TR AR,

/ﬁ B?'%#F El oy

REZIZBEMRFIENEERRZBTICR,
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3.5.2 I&\iﬁ%

m

TRESH

r;r;

BE "HERRE" RENNEE, BB E Syslog BFRIRE, £ CMC RROE=HRSH
PA Syslog R X AR AEBE.

HEER
ESHEPER' BENSESHERRE", FTANTE 3-12 frrRmE, A “Syslog BE&
E" , {TANTE 3-13 FimRAE,

3-12 HERE

& Tm - BEgRE

HERE

o

SyslogHEEHE

3-13 Syslog 18R &

# 7@ - HEBE - syslogiBR

Syslog 1% &

Syslog 1% & ()

Syslog HEWRE
EEHE

EEEH AT HEERANFERBRIL)

warning, v
iz 1708
@ vor TcP
e

B Sysloglit % fs AR 05

S BA RSSEMIE o HEs BiF

0 o1a idl A% [ auditA ‘:‘
1 o1e il B [ auditA ‘:‘
2 14 idBE P auditBE ‘7‘
3 c1a A% [ auditAE ‘:‘
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S0

% 3-13 Syslog iR &

84

fifi ik

priry 3=

SyslogEEREFMRUE, TTEREEFHTRERE.

FRzREESE, C(MOEHESHFREIZESYsloghkSaEH

MAMBAEX MG, AMEAZRRASE, (REFEREARM
A&,

BTHEERIINEHBFELE, TJEN:

® Info: &i% Info. Warning #1 Critical &3I9S
ZER.

® Warning: %&i% Warning. Critical ZRBIB&EE
%1%\0

® (ritical: X A&i% Critical RIINSEEE

REIHK

SyslogiRXFECMCRFFSysloglREZ 28 2 iaEHBHE R
EEMY, TIER:

e UDP: HEIREZMNINY, FEIEXBALIER,
R AEIER, BEREMEINEE.

e TCP: HEEENIMY, EERWRLER, @
MEW R T oI S RERE.

% 3-14 Syslog RSB MHIUER

B84 iR

Fs FE.

BEH BREXAER LIRSyslogiR3XINEE,

AR 55 2Rtk SysloglR$3 setthht {5 .

im0 SyslogfrR&E&BimAS,

—— FEEASyslogiRX IR BESE, olik
A dIBRE, auditBESRH—RH SN,
R%F, REFZSysloglRFB|MHBIXEXER.

BIE Mz, ML EREBSYslogiEiE 2 & o] LARIN
RER,
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3.5.3 HitHE

BY "HiEE RENINEE, KUUEERFHITEE, C(MCHITEEFENT:

® &I SSH. Web. IPMI, Redfish #OZEFRAHTEERNXETASHKICR, HTHE
BIFEEARTER. TH. AFPEE. OSEE. BNEE. OZ2EE (WHTE
BRI, BHEHREE. £2BRRE. HSHHHEE) NEE. BG4EHNIRESE.

o HitAEXRFHANZ 200K, ME#ET 200K, REVAEBEEEMNE C(MC P, H
RIBYER It B TIBE Web #17EE, RENH BT TEI—RINERTHETR.

FHERER

ESMEPERE" AEMSESHITEE", THANTE 3-14 FiRAH,

3-14 HitA&

& ¥0 - &HitHE

P
B AE wawirn s
HEME TeHE @ - #HAE ©
Audit Log: 131 out of 131 event entries
F o PARE % Ar PR S
5 fF #H
#
]
131  2020-08- WEB  admin 100.3.2.6 Operation:Send Test Alert Success
23T19:31:11+08:00
130 2020-08- WEB  admin 100.3.2.6 Operation:Index: 0, Enable/Disable: Enable, Destination: 100.3.2.6, port: 162, Setting SNMP Trap
23719:31:03+08:00 Destination Success
129 2020-08- WEB  admin 100.3.2.6 Operation:TrapVersion: 1, Level: Info, Community: public, HostID: HostName, UserName:,
23T19:30:54+08:00 AUTHProtocol:, PrivProtocol: , EnginelD: , DeviceType: 255, Setting SNMP Trap Configure Success
128 2020-08- CLl sysadmin 100.3.2.6 Login Success from IP:100.3.2.6 user:sysadmin
23T19:30:15+08:00
127 2020-08- WEB  admin 100.3.2.6 Login Success from IP:100.3.2.6 user:admin

23T19:29:38+08:00

£ 3-15 HitAFEESH

2H fifi ik

S HItASFES, FSENNREREUER,

= B 7] Bt B E,
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2 Jiii ik
wiEEO EEO, 81
® Web
e CLI
e IPMI
® Redfish
® RESTful
AP AP, iERAESHEERP, Wadmin, sysadmini#
NAZ
B HEEEFEOSRAHOSTE, BFPEXRANA,
IPiEHIZD IPERTEMEED, EHEOEESerial. HOST. IPMB. USBHI
SSIF,
ERLS Y EHFMAER,

ie 3-16 'EE'H' H /L;\*D %gﬁ H ,L,\EWEEE;%&

8 g
MR BHLGHTIE R R,
FoR e EEREEED (RILHE) , EEREPERIE
e
3.5.4 IDL B&
ThRESHE IR

REEEIZRT A IDL %7‘&*‘&}1 CMC MBENAFLRE, BFiCR CMCIRFLET IPMI &R
BNBHHRICR, DL BEGRSRASHATER—XN, B TFRABEEEMS,
IDL ERRHENESRES. Eé BEAFDBEENNLERN, SEEFRNEHAFHTH
FIZWIH M, IDL BERTTLARRRBE. TEM ., 8% . XBFSAHAAMTER, THTEE
THAMBZEREE, Ste505E0ERaTRmE T AR TNLERURERN
BRIESRE,

B “IDL BE" REBINEE, EWolLIEEIIRE LK CMC IDL BESIER, BE/EHENE
ESHANNLEZIERE, TTUEENZEESHOLEE,

FHEER
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ESfTER BEMESE-DL BE", THNTE 3-15 FiraE, axga - Sairs
TE 3-16 AIRESEEHAERENER,

3-15IDL B&

# IW - LEE

IDL HE wspizwins

P O | BAE FE=t v REEEE Fa=En v

RRTER BoiEr

Fo 45 wEXEE B PRI HE =G B
K]
261 Info SNMPTEST  Snmp trap test to destination 0 2020-08- Assert D5FF0000  localhost

23T19:31:11+08:00

260 Warning FAN FANO_Status Transition to Non-Critical from OK 2020-08- Deassert 0400A101 localhost
front fan real speed: 4320 rpm, expected speed: 23T19:24:26+08:00
2725 rpm and rear fan real speed: 4800 rpm,
expected speed: 2725 rpm

fill
Do

259 Warning FAN FANO_Status Transition to Non-Critical from OK 2020-08- Assert 04004101 localhost n
front fan real speed: 4290 rpm, expected speed: 23T19:22:36+08:00
10450 rpm and rear fan real speed: 4770 rpm,
expected speed: 10450 rpm
258 Info MAINBOARD  NODE3_Prst Device inserted device present 2020-08- Assert 1508A000 localhost n
23T19:22:24+08:00

3-16 IDL S EHLEEIN

SbFREE Y

Stepl:Check whether the alarmed fan module is pulled out.

Step2:Reset the related fan module, check whether the alarm disappears.
Step3:Replace the failed fan, check whether the alarm disappears.
Step4:Please contact inspur FAE.

S

% 3-17 DL HEBEE S

2 fifi ik

Fs IDLHEDHIEHID,
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2H

il ik

]l

EHEIRER, B1FInfo. WarningfCritical,

EESHXRISTAEM, BAEENT:

FAN

INTRUSION

CPU

PSU

ADDIN CARD

MEMORY

DISK

SYS FW PROGRESS

EVENT LOG

WATCHDOGT

SYSTEM EVENT

POWER BUTTON

MAINBOARD

PCIE

BMC

PCH

CABLE

SYS RESTART

BOOT ERROR

BIOS BOOT

OS STATUS

ACPI STATUS

IPMI WATCHDOG

LAN

SUB SYSTEM

BIOS OPTIONS

GPU
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il ik

® RAID

® FW UPDATE

® SYSTEM
® SNMP TEST
® SMTP TEST
SR EESHNFERR,
Fr4BdiE  IDLE &S 4RE,
R TRESIRS, MEZRSHBRRES.
BHE  EESHNE—SERS, KEASNFN, 2EE3-19 IDLEAEREA.
E=)]E= MRSSEBRARENE
BRI L EESHRCERN.

& 3-18IDL BHERMENER

8% iR
EREEEMANE L AU TEIRER,

iR e WO LUIBEIREER (SHmEMRG . HE, X8F) , &
BB PIERNBESMH.

THHE THIDLAKEI AL,

ERIDLARR RiE "ERIDLARER" &M ERIZCMCLIBIDLAEKER.

% 3-19 DL E455i% 88

e

aX

6-7

BB,
1GHHMS TR RER, im:

® 04: FAN

® 05: INTRUSION
® (07:CPU

® 08:PSU

® 0B: ADDIN_CARD

® (0C: MEMORY
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Fh aX

® (0D: DISK
4-5 BHNFS, EERBGXEDNES,
2-3 EHNRBE RRBMLE,
FERH.

1638 HI S HERAINMLXR:
o1 ® 00:INFO
® 01: WARNING

® (02: CRITICAL

3.5.5 —INERR

IIRETEID

7/

B —REERT RENNEE, BUU-REERFHEZSHAMNTEENGER, 81F8

L OETHE. (MCERE. BHS. AE—REEARKREE, AERE 1~2 HHHERA
A,
FERETR

ASMi=hER BENSE>—RIKERE", fTAWNTE 3-17 FRRHE,

3-17 —RBRIWERR

—HIEH &

SAEECNRNAPA AL ERE.
NOTE: — Wt ER T ST &1 208t (E , wahLF & - o

L —ERE

FATWELRE, TRORBTNT, SFEBE., BTHE. RENHMGT.
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* 3-20 " RNEHEARBIIE
% ERIR —BENXHPHEE
SELHZE onekeylog/log/selelist.csv
HitB& onekeylog/log/audit.log, audit.log1
IDLAE onekeylog/log/idl.log
AHEHE onekeylog/log/info.log, info.log1
onekeylog/log/warning.log,
warning.log1
onekeylog/log/err.log,
onekeylog/log/err.log.1
onekeylog/log/crit.log
onekeylog/log/alert.log
onekeylog/log/emerg.log
AR AR onekeylog/log/inspur_debug.log,
inspur_debug.log.1
B& #iPA® onekeylog/log/maintenance.log,
maintenance.log.1
BHREEF onekeylog/log/psuFaultHistory.log
BMC UartB& onekeylog/sollog/BMCUart.log,
onekeylog/sollog/BMCUart.log.1
Ry = onekeylog/sollog/NetCard.log,
onekeylog/sollog/NetCard.log.1
LinuxA#Z B & onekeylog/log/dmesg
BMC SELHZE onekeylog/log/BMC1/SEL.dat
FlashRZ&H & onekeylog/log/flash_status
SNMP Trap%tit Bi& onekeylog/log/index.log
NoticeB& onekeylog/log/notice.log,
onekeylog/log/notice.log.1
CMCHYg) onekeylog/runningdata/rundatainfo.l
0g
CMC FlashfEA=x onekeylog/runningdata/rundatainfo.l
0g
o BE. BE. B%. #E. =X | onekeylog/runningdata/rundatainfo.l
BITH 0g
# BRIBER onekeylog/runningdata/rundatainfo.l
0og
HEER onekeylog/runningdata/rundatainfo.l
0g
NEBER onekeylog/runningdata/faninfo.log
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%

BN

—@BAEX G PHIERE

RGEBEEFER

onekeylog/runningdata/rundatainfo.l
0g

I2CMIB%EEPROM, Z7FSesC
6

onekeylog/runningdata/rundatainfo.l
0g

[

MERFt onekeylog/runningdata/rundatainfo.l
og

BITPRIERNSE onekeylog/runningdata/var/

EEZRIEER onekeylog/runningdata/racsessioninf
o)

HAICMCNEER onekeylog/runningdata/rundatainfo.l
0g

HEICMCEEHRER onekeylog/runningdata/rundatainfo.l
0g

WOWEEER onekeylog/runningdata/rundatainfo.l
0g

CMCRHiZ{THYiE onekeylog/runningdata/rundatainfo.l
0g

XEER onekeylog/runningdata/rundatainfo.l
0g

RFER onekeylog/configuration/config.log

DNS onekeylog/configuration/conf/dns.co
nf

BMCR £ onekeylog/configuration/config.log

sshdfc & onekeylog/configuration/conf/ssh_se

rver_config

BR55 (SSH/Web/IPMI LANZ )
=1

onekeylog/configuration/conf/ncml.c
onf

BIOSEBINE &

onekeylog/configuration/conf/redfish
/bios/BiosAttributeRegistry0.24.00.0.2
4.0.json

MEHTNEE onekeylog/configuration/conf/redfish
/bios/bios_current_settings.json

Emailfc & onekeylog/configuration/conf/redfish
/bios/bios_future_settings.json

SNMP TrapBc & onekeylog/configuration/conf/SnmTr
apCfg.json

SMTPHZ & 3 {4 onekeylog/configuration/conf/SmtpCf
g.json

Syslogfc & onekeylog/configuration/conf/Syslog.

conf
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% ERIR —BENXHPHEE
==hE onekeylog/component/component.lo
g
IZ] onekeylog/component/component.lo
g
GRS onekeylog/component/component.lo
g
CMC onekeylog/component/component.lo
s 2
FR onekeylog/component/component.lo
g
EEER onekeylog/component/component.lo
g
PCIE Riser& onekeylog/component/component.lo
g
EEMRAGER onekeylog/component/component.lo
g

1 BA

EFMARB KR (IMCHRARRER, —REEBTEERBTUENEERNFEER

3.5.6 HEI&EE

I BEEIR
LRZAEDITEEEZEFR, SHhNEEaE. &
ZADTHNRBERESEEE, RnTE8%AERE

REHRIES IR,

FHEER

o HETEE" REOMEE, BUUEERZ

1&““& SHETRRENE F A% A S BB 2N M R AT

ASMEDEE BEMEE>SMEE", THUTE3-18 FinAHE,
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3-18 HETHE

EElR=g
23 F5 mERD s P £E spm aEmu
Warning 1 pPSU PSU_Redundant Redundancy Lost 2000-08-21T01:12:15+08:00 08112201
SR A
*® 3-21 HEIEE
28 TR
55 HER, €#FInfo, WarningHlCritical,
S SERFS,
EESMREREITIAEMYE, BRMAEBMT:
® FAN
® INTRUSION
® C(PU
® PSU
® ADDIN CARD
® MEMORY
® DISK
1B e ® SYSFW PROGRESS

® EVENTLOG

® WATCHDOGI

® SYSTEM EVENT

® POWERBUTTON

® MAINBOARD

® PCIE
® BMC
® PCH
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® CABLE

® SYS RESTART

® BOOT ERROR

® BIOS BOOT

® OSSTATUS

® ACPISTATUS

® |PMIWATCHDOG

® LAN

® SUBSYSTEM

® B|OS OPTIONS

® GPU

® RAID

® FW UPDATE

® SYSTEM
® SNMP TEST
® SMTP TEST
SHER SESHIFERER,
4 B 18 EEERNFERE,
ESLE SESHNE—SIERB, TTSEEKE3-19 IDLESHEIRE,
QIR EIY X L EES LRI

3.5.7 SNMP Trap 182
ThEEHR
EI¥ “SNMP Trap RE" REMINEE, &olld:

® ZH SNMP Trap,

® RESERE.
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1. ESMEPEER HENSESSNMP TrapiRE”, fFTANTE3-19RAH,

3-19 SNMP Trap iR &

Trap I&E&

B FSNMP Trap

Traphfids

V1

EWERT (BT HEERIINEFRREE
Info

[Eije xS

EHUFR
HostMame

2Tk

WAIEHHY

WIS

DO BhSL

INEEEERS

s

g

All

B w5

2. A% "BEASNMP Trap” &R, &FETraphiA. SELRIIFEARZE,

3. IREBEEER, SRR, 8ESNMP TrapREBHIPHBENM. O, 2F &
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3-20 FERBIRE

LR E

D =R Bt w0

HHE
0 162
! 162 ®7F
2 162 ®7F
162 ®7F
=|.
iEA

* SNMP EHAIKROS R 162,
*+  CMC ¥ SNMP Trap, P EFTH Trap #EULEE, 7£ CMC Web GUI $i&E Trap B
RIP, ¥ CMCRMFISHLLER, CMCEBEMKREZEEHLE Trap EIEE,

3.6 {ERX=8
INREHER
B RS RENDE, LUNSELNRETHNFEEBENEXER, HTLLE

EREIRERRFAE PRERRBTREINERERSFHAERAHRTRE, FRFFEELS
IIRERB RSN BRERRIRE,

FHERER

SRR ERER", &% "TIIRERSR" L, FTANTHE 3-21 FiRAH.
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3-21 [IRfER=S

b # F0 - EEEE
FRRRBR R v s
ITIRAERREE BHERS
"I PR 1 Eae
E=2 S i & FEERE  CEEE  FCERE FrEAE PERE FUESE . B
Inlet_Temp 28 (V] NA NA NA NA 40 45 deg c
Outlet_Temp 28 (V] NA NA NA 75 NA NA deg_c
CMC_Temp 34 (] NA NA NA NA 80 85 deg c
PSUO_Inlet_Temp 29 Q NA NA NA NA NA NA deg c
PSU1_Inlet_Temp 31 G NA NA NA NA NA NA deg_c
PSU2_Inlet_Temp Disabled . NA NA NA NA NA NA deg ¢

S

£ 3-22 'IIRfEREE

2% fiiik

B RRAER B,

HAfE ERARHAIIRE.
AR R T EREE,
FERE RS EREIE.
FFEREA eI ERBIE,
FrESH RIS ESHIE,
FESH RS ESHIE.
RO SE RRSRATESEE,
B fRRERIRE RN,

FHERER

S IE R RRER", &R "BERRESR" 1, THWNTE3-22 FrRfE.
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3-22 BEUEREE

e PR
FE RS TR seaph e a kA

R iR

&R K&

PeerCMC_Prst 0x8002
CMC_Status 0x8000
PeerCMC_Status 0x8000
NODE1_Prst 0x8001
NODE2_Prst 0x8002

S

x 3-23 BEUEREE

2% fifiik
B RRAER B,

3.7 NEFER
AR

B "NBER" RENINGE, BOUUEENBERNEMER. RS, HRkE, AZHE
ER, TMREXNBEHER, FHEHNEEXTEITUABTRNBERTEXEE,

FHERER

ASMEREFE ' RNEER", fTAUTE 3-23 fRRHE,
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=

3-23 NBER

RL):T':] ::E:}E A B e ek |

CMCIP:
100.3.8.36 M
LTI
FHEFRE © BIAEFRE
HE itk bl LETFEE(rpm) HEL et
FANO_0 2080 (v) 15340 100% | ‘
FANO_1 2080 [v] 15168 100% | ‘
FAN1_0 2080 (] 15000 100% | ‘
FAN1_1 8080 (V] 15340 100% | ‘
FAN2_0 2080 [v) 15340 100% | ‘
FAN2_1 2080 [v] 15168 100% | ‘
FAN3_0 2080 (v] 15168 100% | ‘
FAN3_1 8080 (] 15168 100% | ‘
FAN4 0 2080 [v) 15340 100% | ‘
FAN4_1 8080 (] 15340 100% | ‘
OEf/Ey QTER ALE

158H

MCU 5 CPLD ¥:@:3 118 CMC &EIJAES

Y51 CMC RS HIES AR MCU 5 CPLD

i 4 DHARERIENAES, RBRNBEHESEE, MENBHRBTRENRZSE

BELLB R RGET R

#0157 BA

% 3-24 RBER

84

fifi ik

EHIRL

Fahi=d X B R EIXE .
FHEHNBEEXT, ZUUFHETERNBENEE,

wmS

NB#HS .
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84

fifi ik

A& REBEEEMIE, 8056, 8038%,
NBERE, 8F:
o HEN/IEE
RS o mo
® REM/ITX
HHIEIR(rpm) YEINBEE,
HZ=LH HEIXBE =T,
FHEFHNBEERT, TTUEEREER, T[iRERN:
o {KiE(20%)
s * PR(50%)

& SiE(75%)

® HE(100%)

3.8 CMCigE&

3.8.1 W%

3.8.1.1

TIRETEID

MR E

BE "MKRE" FRENINEE, KoTUEENRE (MCEERKERERR, €F:

® NMZIPIRE.,

NCSI %=,

MEFHENEOMER,

VLAN B,

MEZREBXFENT:

® CMC ¥ CMC £/ LAN 124128,

& FAWE: THAM-K--1000M,
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® CMC WMEHEOFRBZH IPv4 1 IPv6, X#5 DHCP S FFE IP #uht,
® MAC tlitR7F7E EEPROM 1,

® iFVLAN,

® CMCMEREOMIER,

o ZHABRT, IPMILAN BESEIT:

% 3-25CMC LAN #0

iBIEID &0 XFSiE
0x01 Primary LAN(dedicated) Yes
FHEET

HESMAEDERE"CMC IRE>SNE", R " MEZRE " RE, FTANTE 3-24, B 3-25 firr
KA.

3-24 W%

# FE - B
G
58 DNS R E
P 4% [ O R
0
HERF
%o
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3-25 WM& IPIRE

Mg 1P E
JAHI LAN

LAN 5

etho

MAC HiuhE

B4:05:5D:1D:D1:0E

JAH 1Pva

JA F IPva DHCP

JEH Pve

J& F IPve DHCP

1Pv4 Hiht IPv6 3l
IPv4 T8RS IPve Hitht
LENINEES FHREEEKE
IPvE FIK
JA F VLAN
VLAN ID
VLAN fR5E4L
F
S5 A
*& 3-26 MEIRE
8 ik
HEWE (NC-SI) BE,
7 NCSHEX REEHITEE .,
NCSI&E BB R EE XA FanE= .
NCSI-F ERNCSINEK,
wma ERmEAGER.
W& ERE
BR%E Dk, BRYE.
B E BRIGETREHNEEZEA.,
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o FREEERKE "L "IPveRX"

8% iR

#EEN ERHTEED, etho (EHEEN)

HEBRR ERMEREER, RoJEE,

MEZIPIRE

JBFLAN Ak, BRLAN,

LANRHE oiEetho (EAEEN) Heth1 (E=EEO) .

MACit ik FERMACHHE,

BRIPV4 ERIET, AEENED LERIPVAE,

JBRIPV4 DHCP | A%, {ERADHCPHIECEIPvALiL,
REik, HIECHSIPVAIIER, BIF: “IPvaititt” | “IPv4F
MED . "IPVABRIAMR" |

BHAIPV6 IR, AEENED LBRIPVeXES,

JERIPv6 DHCP | @ik, ERADHCPHISECEIPvoitilL,
Ak, BIREHSIPVOIHER, BFF: “IPv6RS|" . “IPv6ith

BFVLAN FRENZEILEENONVLANE I,
AKX,
E: VLANERERAEHRITER.

VLAN ID EIEMWOMEVLAN,
EESEE0~7,

VLANARL 554X VLANARL5E4Y

3.8.1.2 DNSEEH

TNREHEA

B "DNSEE" REBINAE, BRoILIEEMIRE DNS, BF:

o FHEE,

® HEEE.

o HERSHEE.

FHERER

ESHEPIEE CMCIRE>WE", RE"DNS BBE "%, FTHUTE 3-26 iR H,
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3-26 DNS EE&

REE

mEIRE DNS ECE

DN EEA

mONS B8

EHEHEE
Qe B

EHBH
AMIB40S5D2FOC2

BMC EMiRE

BMC FRE:

eth0

S BMC
AmAE:
LFRER
BMC SViE:

ethl

A BMC

AMAE:
LFREH

Both

Eth0 TSIG Configuration
TsI6 BASHBALE

La0 TG AR

Not Available

itd TsI6 AR

Eth1 TSIG Configuration

TsI6 BASHBALE

Ll TSI BASZHF
Not Available
WS Ts16 AR
Mg
Q adb Fab
MERE

ethl_vé4
BERSBIAE
Q an Fr
DNs SR
1P {E5E4R
Q ru IPV6

DHCPEF#FQON @ EHEFH

DHCP EPMFQON @ EHEFH
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S0

% 3-27DNS EE

2%

iR

DNSEEH

JEFADNS,

mDNSEH

B FmDNS,

EHNBRIRE

ENBRIRE, TEAEHHF,
BB REAENZIR,
FHFBAENZR,

BMGEIHhgE

SEMBMC:
Ak, FEMBMC,
EMAE, ThER:

o FZFRFSEH

® DHCP ZFif FQDN

® EFHER
RINEFIRS

TSIGEC &

TSIGERASMIAILE:

Ak, BRATSIGERASHINE.
HAREBH.
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1. FAPZERE Web GUI, HN"RAHEIF>HPM EHEH"TUE, &4 BIOS HEHEXMH,

3-54 BIOS B IEFHFEE

E P & J5 G ES

CMCIP:

100.3.8.61

A I\

Bt esi

FatE%

HPME 1 T 5

EFEHRIE

Choose File | NS5160M6_BIOS_05.00.00_Standard_20210507.hpm

® 4 Oimi2

2. REMBHTNMG, HEREEREBEE.
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3-55 BIOS i@ 34

3 . & EW - BT
B35 & JE B
CMCIP:
100.2.8.61 v
A G5
Fafhse
D E=) ik RE R %A RRETE O
HPM & {4 52 5
TG &R
NS5160M6_BI0OS_05.00.00_Standard_20210507.hpm
®Z i OmE
AMER bfERE
BIOS 05.00.00
EF &K IRE wRIER Efires
3 KL S5 05.00.00 (05/07/2021 14:18:22)
RERE
3. XHERE, SRERNNEAHERUR EERA, BIALRE, EPHHRE BMC

/

TRES, EREEREELE
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3-56 BIOS E#_HERK

BTt A
R BIEE
3 0%
HPM [&] {4 5 5
ERGEIH

Choose File | NS5160M6_BIOS_05.00.00_Standard_20210507.hpm

OF 5. i =3

AL bR
BIOS 05.00.00
e EE SR waEI Effe
v 3 FHL ES 05.00.00 (05/07/2021 14:18:22)
REEE

L% % N N Y-S NN
it it

ww
Xl

BEEER

3 & rahun

4. RHRELENNSEHMENGEES, HITEN, JEHEEEEHE. FEHE 100%
BRI AT

BIOS EFHVAR A A power off, MNRBFIHRBFIKRSA poweron, MASHE, FE
power off fifi&, Tl ipmitool power off HS XA BB, Balfik. BINFLH BIOS
BIEX B,
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3-57 BIOS ¥ MR

Fo ik
s e
| 3 Blzsm
HPME 4 B 35
MR A

Choose File | NS5160M6_BI0S_05.00.00_Standard_20210507.hpm

@z H

b

EfEFE

BIOS
#h RS RS TAEE
w 3 BN *5E
RERE
R FER%

e

05.00.00

05.00.00 (05/07/2021 14:18:22)

R

Pesant

5. BERRERG, EE BIOS BMHRA, EEFZEM CMCWeb, HA "ER>TIRRAE
R" WE, EENNIRRAER.

3-58 BIOS E#fi_RANE

# XM\ - TIRhEAEE
T IRAAE B
(2]
CMCIP:
100.3.8.61
e BMCE 1A BMCE{R2RR A BIOSfR A CPLDRRA
1 A AR AR AR
2 A AR AR AR
3 4.12.0a (2021-06-18 18:23:50) 4.12.0a (2021-06-18 18:23:50) 05.00.00 (05/07/2021 14:18:22) 23
4 A AR AR AR
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3.10.1.4 CPLD EHIiEH &

1. BPEZRE Web GUI, EN"ZRELIFSHPM EEEH"TUE, %% CPLD 843014,
3-59 CPLD E#f_EHEREGUE

# | - BHEH

B E# & G EiE%
CMCIP:

100.3.8.61

FEEHF%
A

D] #iE s HREE BEE B
HP M £ 5 35
R

Choose File |i24M6_YZMB_02225_101_102_104_v2.3.hpm

® 4t OFFE

2. REMBTXMH, XHBEFE, SERYNOARZRUR LEREK, WAETRE, /T
LEEE, FEREMN,
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3-60 CPLD E#r_f#th 34

# Im - BftE

B EH & FEES

CMCIP:

100.3.8.61

i)l

HHEF

fafhse
D kA ik K&\ RS AF AR R BUH

HPM [ {4 5 37

ERERIT

Choose File |i24M6_YZMB_02225_101_102_104_v2.3.hpm

EIFBTR BoardID HERE
CPLD 160 2.3
i E- ERpue FREL ELfrES
3 FHL %7 23

3. EPFHAFTR, RELERREK, FEREMAINURLE#HE 100%,
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3-61 CPLD_EBRFEMT R, KT LEER

37 3 1

ELE) RIFHEE

| 3 0%

HP M| 4 B 5T

EFEE

Choose File |i24M6_YZMB_02225_101_102_104_v2.3.hpm

OF: -l i =3

EEFR BoardID EmRE
CPLD 160 23
i e EEikies HEER ETilre
- 3 B! 5 2.3 |

BRER
%% pkss
| 3 i |
4. RHREENRNSEMENGEES, HTENH, JEHEEEEHE. FEHEHE 100%

BRI AT

CPLD E#BVAA AR &M power off, IIRHFEBIIRSA poweron, MASME, FE
power off fi’&, TIfEF ipmitool power off 3 XFABIRE, Balftk .. BINFLK CPLD
BISEX A HIR.
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3-62 CPLD EHi5eK

Rl 7 3k g
e Rl
3 RlEr;
HPMIE 4 5 37
ERE R

Choose File |i24M6_YZMB_02225_101_102_104_v2.3.hpm

OF: A8 ]

BFEIR BoardiD IR ES
CPLD 160 2.3
i &= RS HEER ELilrES
(2 3 ES *E 23

5. E#EM CMCWeb, HA "ER>TRARAGER" RHE, EENNIIARAER.

3-63 CPLD B _RAEE

TIRRAER

# EA - TAKARES

2]
CMCIP:
100.3.8.61 v
s BMCH & LRA BMCHf2RiA BIOSHRA CPLDRA
1 AR AATA ARA AETH
2 AT AR ENLG EI):
3 4.12.0a (2021-06-18 18:23:50) 4.12.0a (2021-06-18 18:23:50) 05.00.00 (05/07/2021 14:18:22)
4 FEHE FaIA R AT

3.10.2 EHFEHRNE

ThRETH IR
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B "EHRENE" RENEE, HoLUEREEHRAEEE CMC HERNMY, 88
M EFTHA R AT TFTP ARS5 5.

FHERER

AESMERIER" RREP>EMHRGNVE", FTHUTE 3-64 FiRRHE,

3-64 EHHEENE

ERES R A=
(2]
Sl F2em
Q £ 5 7 5 2 HA e IR
TFTP [R5 8
S5

£ 3-49 EHEENE

88 ik
MR EH AR ERMREH R ERIF .
ERETFTPERS S, EHRBRIR LIEEITFTPRRS S,
TFTPARS 28 EETFTPARS 280, HISETFTPERS St . TFTPHR&
BIRATFTPEIX IR,

3.10.3 EMHER
T REHE R

B "EHER" REKINGE, BoEE (MCEHER, 81 : E$ %R D, tI2H
H. SIRE BRI EHRAS .
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FHERER

ESHEPER" ZRAEHEIFSEHER", ITHUNTE 3-65 Fi-RH.
3-65 EMHER

B =R

AR E M

AP RR 1D

0

gl

Apr22021

iR E

18:31:16 C5T

B A

4.09.08

S

% 3-50 EMHER

2% fifiik

ERPREARID HETEABNCMCRARID,
BIZE R CMCRIGEIZ B,
elfELingEl CMCRA IR,
B4 hR A CMCRIREMHIR A
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3.10.4 KEWH/ RE
ThaRefEIR

i IREHTRE" RENDEE, GITMIRE CMC HTRE,
FRERTR

ASHERIER" RR4EIP>REHRE", fTHUTE 3-66 FiRRE,

3-66 IREHIRE

FomATREL RE

S

% 3-51tkEHTRE

2% fifiik

RE REREFRATKEEHIRE.

Asz%f

REHRER, APFNEEREREESLX, BEEIRERME,
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4 Smashclp CLI 55 & 1T EEN B

4.1 <L 1TiREA

4.1.1 BLFNEB
Smasclp CLI S &fTHRE X EXRFUT B

& 4-1 RITIRE

WSER T sEHR iR

cmclog KNS ERCMCHISELA R,

chassis X AR 55 B8 HL4A BB IRAIUIDKT RS T E B 5184,
mc X E R R ERSETE B 52,

diagnose EMZHTA,

4.1.2 w178 lin A
BRAT—RABLEBEM—NHE LN wIER, EEX—RUNT:
command [<option1>] [<option2>] ...

X 4-2 TR

B BX

[ E£RA "[]" FERNBHAEGSEENZTEMN,
<option> FTRMRHNSEHEE FIER—D

<xly]...> RRMBNH S DIERPIEE—,

4.1.3 #£HER
CLIZIFEBHER, —MHEERGSIER, BI—TEERGSIIFATHER.
£ help FLEEGITER:

/smashclp> help
Built-in command:
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cmclog : getorset cmclog parameters, please enter <cmclog --help> for
more information
chassis : get or set chassis parameters, please enter <chassis --help> for more

information

mc : getorset mc parameters, please enter <mc --help> for more
information

ipconfig: get or set network parameters, please enter <ipconfig --help> for

more information

service : get or set service parameters, please enter <service --help> for more

information

syscmd : get or set syscmd parameters, please enter <syscmd --help> for

more information

diagnose: CMC diagnose function, please enter <diagnose --help> for more
information

exit : exit the command line

ERAGLEEFM--help EBEZGLHIFAER, bmclog HFEBERRAIMT:

/smashclp> cmclog --help
cmclog commands:
cmclog <option1> [option2]

option1:
--help show help information
? show help information
--get get bmc log
--set set bmc log

option2:
sel [clear] get SEL or clear SEL

HEERAGLEEFM--help EEZHLHIFMES, netstat EEERRBIMNT:

/smashclp> diagnose netstat --help
BusyBox v1.21.1 (2021-04-01 09:46:39 CST) multi-call binary.

Usage: netstat [-ral] [-tuwx] [-en]

Display networking information

-r Routing table
-a All sockets
-l Listening sockets
Else: connected sockets
-t TCP sockets
-u UDP sockets
-w Raw sockets
-x Unix sockets
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Else: all socket types
-e Other/more information

-n Don't resolve names

4.2 FR5EH

4.2.1 &3 Smashclp CLI

FRFTILLEE SSH &R CMC i Smash-Lite CLI, BERfE, BITHEAGRSTRIERE,
HER (MC RRENAFBBRHTER,

root@desktop:~# ssh admin@100.3.8.36

The authenticity of host '100.3.8.36 (100.3.8.36)' can't be established.

RSA key fingerprint is e6:eb:b1:3e:d0:b6:0a:43:ba:28:38:60:72:9e:66:ab.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '100.3.8.36' (RSA) to the list of known hosts.
admin@100.3.8.36's password:

>> smashclp <<
ey,
smashclp cli tool version 1.0
Enter 'help' for a list of built-in commands
ey,

/smashclp>

4.2.2 ;B4 Smashclp CLI

{EH exit s $IBHER Smashclp CLI,

/smashclp> exit
Connection to 100.3.8.36 closed.

4.3 cmclog <
4.3.1 B 5ER SEL BE
L IEE:

sel (5$ AXRHT SEL HENEH SiEHR.

g
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cmclog --get sel

cmclog -set sel clear
SRR

I
e :

I
R

#2514 SEL B,

/smashclp> cmclog --get sel

ID [RecordTy |TimeS |GenID [EvmRev  |SensorT |Sensor#
|Data1 [Data2 |Data3

119 |0x02 [0x386ea48e |0x20 |0x04 [0x15 [0x35
[0x01 [0000 [0000

118  |0x02 |0x386ea336 |0x20 |0x04 |ox28 |ox3d
[0x03 [0000 [0000

117 |0x02 |0x386ea336 |0x20 |0x04 |ox15 |ox35
|0x01 |0000 |0000

116  |0x02 |0x386€a090 |0x20 |0x04 [0x28 |0x3d
|0x03 |0000 |0000

|Evt DT

|ox08

|oxef

|ox88

|ox6f

#MER SEL BE, MREBREHNSEIRE—FAE (ICRMREE) .

/smashclp> cmclog --set sel clear
/smashclp> cmclog --get sel

ID [RecordTy |TimeS |GenID [EvmRev  |SensorT |Sensor#
|Data1 [Data2 |Data3
1 [0x02 |[0x60563d6a |0x20 |0x04 [Ox10 |ox6f

|0x02 [Oxff |oxff

|Evt DT

|ox6f

4.4 chassis §%
4.4.1 B 524 UID ¥TIRE
wINEE:

identify 85 F3R#T UID XTSI ZH 5126,
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MBI

chassis --get identify status

chassis -set identify <force | value>
SHIRER:

% 4-3 SHIRHA

88 BHREB {8
FRIRKAR=RUID
force _ 7
ERAT
l FRUIDIBRITIA | $iRERAER, BAUER, BUEEEN0~240,
value
YRETES BUYEROBY, RARXEIZIETRT,
EREmM:
I
BRI

#2536 UID YIRS,

/smashclp> chassis identify status
The UID status is off

#XKAm= UID 54T,

/smashclp> chassis --set identify force
Identify UID successfully.

#3TFF UID $87R¥T 15 #,

/smashclp> chassis --set Didentify 15
Identify UID successfully.

4.5 mcH%

4.5.1 3REL CMC &4 R4

AN o .
i< IIEE:
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IR ET CMC RABIIRAK.
AR

mc -get version

%
AP

H#IREN CMC REPRAS

/smashclp> mc --get version

Device ID 132
Device Revision 01
Firmware Revision :4.09.0b
IPMI Version :2.0

4.5.2 RSEREE
S IRE:
X CMC ZEHE C(MC ZRERNBRESEITER,
O :
mc -set <servicename> reset
SHIH

& 4-4 SHRHA

28 S0 BIE
servicename | REEFR bme
web
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EHREmM:
%
{ERRE:

#EZ CMC B Web &R,

/smashclp> mc --set web reset
Web reset OK!

#E B CMC R4,

/smashclp> mc --set bmc reset
Broadcast message from sysadmin@ProductSN (Mon Apr 13 21:56:13 2020):

The system is going down for reboot NOW!

MC reset OK!
4.5.3 REH&E
L IRE:

FARREHRE, IITRME (MCRRSER.
B
mc --set factorydefaults restore
S
%
[ERTER:
%
e AR -

#HIREHIRE,

/smashclp> mc --set factorydefaults restore
/smashclp>
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4.5.4 WEBRBHEE

AN ap .
i< INEE:

AR ERFMERZEE (MC RANNRRENEE.

g

mc --get dualimgconf

mc --set dualimgconf [boot_number]

SRR

% 4-5 SRR

2% SRR

EN{E

boot_number | NBBMEZBEN

: Higher firmware version

- IMAGE-1

: IMAGE-2

: Lower firmware version

: Newest updated firmware

: Not newest updated firmware

u A W N = O

[ERTER:
%

E R

#IREL CMC RAENHATRNERENEE.

Current active image: Image2

/smashclp> mc --get dualimgconf

Current active image version: 4.9.11
Current standby image: Image1
Current standby image version: 4.9.11

HIZRE (MC RZE LR AR SHIIRAF .

firmware version

/smashclp> mc --set dualimgconf 0
Setting dual image configuration OK! The specified boot image is Higher
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‘ Set bmc boot image OK!

4.6 diagnose ©%&
4.6.1 S HEXHEME

AN o .
i< IEE:

AXEREBRTHESERIENMER, EANE Linux ZRRN s 2.

MBI

diagnose Is <logfile>

* 4-6 SHIRHA

® versioninfo

8% o L EE
® ncml bmc service configuration
® log bmc system log

logfile BEXH

bmc version info

® crontab bmc crontab file
EAEM:
%
&R
#%7K log BRER.
/smashclp> diagnose ls log
BMC1 audit.log debug.log idl.log
inspur_debug.log notice.log warning.log
alert.log crit.log err.log info.log
maintenance.log notice.log.1 warning.log.1
archive crit.log.1 info.log.1
maintenance.log.1 psuFaultHistory.log
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4.6.2 EERAEXHAE
mLINRE:
AXRERETAEXHNERAS, EHNE Lnux RREH cat <,
AR
diagnose cat <logfile>
SHORA:

= 4-7 BEEREA

8% SRR B{E
ncml bmc service configuration
l b tem |

logfile BEXH 9 L mesys e.m ?g
versioninfo bmc version info
crontab bmc crontab file

EI==Eif=a
%
fERRBI:

#5 W crit BEXHBIR A crit.log

/smashclp> diagnose cat log crit.log

<130> 2000-01-04T04:59:20.750000+08:00 ProductSN inspur_monitor_app:
[21863 : 22001 CRITICAL][libipmi_XportDevice.c:690]LIBIPMI_HL_GetIPv4Source:
Error getting LAN configuration for channel 8

<130> 2000-01-04T04:59:20.750000+08:00 ProductSN inspur_monitor_app:
[21863 : 22001 CRITICAL][libipmi_XportDevice.c:1699]LIBIPMI, Error getting IPv4
Address Source::1cc

<130> 2000-01-04T04:59:21.040000+08:00 ProductSN inspur_monitor_app:
[21863 : 22001 CRITICAL][libipmi_XportDevice.c:690]LIBIPMI_HL_GetIPv4Source:
Error getting LAN configuration for channel 8

<130> 2000-01-04T04:59:21.040000+08:00 ProductSN inspur_monitor_app:
[21863 : 22001 CRITICAL][libipmi_XportDevice.c:1699]LIBIPMI, Error getting IPv4
Address Source::1cc
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<130> 2000-01-04T04:59:42.370000+08:00 ProductSN inspur_monitor_app:
[21863 : 22001 CRITICAL][libipmi_XportDevice.c:690]LIBIPMI_HL_GetIPv4Source:
Error getting LAN configuration for channel 8

4.6.3 BEREERIIAF (last)
<IN RE:
FAXRERER (MCRRENREERNAF, EANE Linux REH last <,
AR
diagnose last
SRR
%
[EFTER:
%
A=A

#ER C(MC RZENRIEERAF,

/smashclp> diagnose last
admin pts/0 100.2.54.244 TueJan 404:45 still loggedin
reboot system boot 3.14.17-ami SatjJan 108:01-05:02 (2+21:00)

wtmp begins Sat Jan 1 08:01:44 2000

4.6.4 EFENZEMAKILE (Ifconfig)
< INEE:

PSR ERARE M1 CMC RANMARE, ERIE Linux K& ifconfig H<,
IO =W

diagnose ifconfig [interface]
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% 4-8 SHREA

8% SRR &
interface YIEM L IEO etho
EHREmM:
x
EI:=HNIR

#7 HFrAMZRENER.

ethO

lo

/smashclp> diagnose ifconfig

Link encap:Ethernet HWaddr B4:05:5D:1D:D1:0E

inet addr:100.3.8.36 Bcast:100.3.8.255 Mask:255.255.255.0
inet6 addr: fe80::b605:5dff:fe1d:d10e/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:34875550 errors:0 dropped:99086 overruns:0 frame:0
TX packets:350128 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:2220670735 (2.0 GiB) TX bytes:144103858 (137.4 MiB)
Interrupt:2

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:13080 errors:0 dropped:0 overruns:0 frame:0
TX packets:13080 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:2100858 (2.0 MiB) TX bytes:2100858 (2.0 MiB)

4.6.5 EEMIREMF2# (ethtool)

AATHAE .
S INEE:

FAXRERMIREZRE CMC RARNM-RSH, EHANE Linux R%H ethtool <,

g

diagnose ethtool <interface>
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SRR

% 4-9 SHIREA

2% SRR B{E

interface YIBMEED eth0

EI==Eif=a
%
fERRB:

#5| H MK etho B98%,

/smashclp> diagnose ethtool eth0
Settings for ethO:
Supported ports: [ TP Mil ]
Supported link modes:  10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
Supported pause frame use: Symmetric
Supports auto-negotiation: Yes
Advertised link modes: 10baseT/Half 10baseT/Full
Advertised pause frame use: No
Advertised auto-negotiation: Yes
Speed: 10Mb/s
Duplex: Full
Port: Twisted Pair
PHYAD: O
Transceiver: internal
Auto-negotiation: on
MDI-X: Unknown
Cannot get wake-on-lan settings: Operation not permitted
Link detected: yes

4.6.6 HEL CMC RZ58T2(ps)
wINEE:

FRERER CMC RANHEER, FRHNZ Linux RRH ps <.
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diagnose ps
SHUREA
I
EREmM:
I
ARG

#7) WS RTRRHE.

/smashclp> diagnose ps

PIDTTY TIME CMD
11434 pts/0 00:00:00 smashclp
23087 pts/0 00:00:00 sh
23088 pts/0 00:00:00 ps

4.6.7 BEZHHERZFESARER (top)
L IRE:
FRERER CMC RANHBRFESABER, EAHNR Linux RAEHN top <L,
MBI
diagnose top [-b] [-NCOUNT] [-dSECONDS] [-m]
SRR

£ 4-10 B¥4HA

2% SRR &
-nCOUNT E®RNREREH 1-n
q B HER I

EHREmM:
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%
ERRB:

#ETR—RRARHEZRSABRAGEERY,

/smashclp> diagnose top -n 1

Mem: 143516K used, 266888K free, 0K shrd, 604680K buff, 604728K cached
CPU: 25.0% usr 16.6% sys 0.0% nic 58.3% idle 0.0% io 0.0%irqg 0.0% sirq
Load average: 1.53 1.71 1.85 1/140 24460
PID PPID USER STAT VSZ %VSZ CPU %CPU COMMAND
24458 24457 admin R 2812 0.6 0 8.3 /usr/bin/top-n1
732 1 sysadmin S 381Tm95.0 0 0.0 /usr/local/bin/IPMIMain --
daemonize --reg-with-procmgr
21863 681 sysadmin S 135m 33.7 0 0.0
/usr/local/bin/inspur_monitor_app --inspur-server
1840 1 sysadmin S 72056 17.5 0 0.0 /usr/local/bin/InspurDiagnose
2384 1 sysadmin S 4767211.6 0 0.0
/usr/local/bin/InspurSelfManager
18689 18688 sysadmin S 44736 10.8 0 0.0 /usr/local/bin/spx_restservice
1075 1 sysadmin S 30744 7.4 0 0.0 /usr/sbin/rsyslogd
681 1 sysadmin S 23728 5.7 0 0.0
/usr/local/bin/processmanager
1100 1 sysadmin S 22876 5.5 0 0.0
/usr/local/bin/inspur_poweroffprocess_app
18690 18688 sysadmin S 22824 55 0 0.0
/usr/local/bin/spx_restservice_ext
2239 1 sysadmin S 22592 55 0 0.0./compmanager
679 1 sysadmin S 21692 5.2 0 0.0 /usr/local/bin/execdaemon
641 1 sysadmin S 15484 3.7 0 0.0
/usr/local/bin/InspurConfMonitor
2353 1 sysadmin S 15296 3.7 0 0.0 /usr/shin/snmpd -c
/var/snmpd.conf -L udp:161,udp6:161
11385 11252 admin S 14360 3.4 0 0.0sshd: admin@pts/0
11252 2014 sysadmin S 14360 3.4 0 0.0sshd: admin [priv]
2237 1 sysadmin S 14068 3.4 0 0.0 /usr/local/bin/flasher
1838 1 sysadmin S 12832 3.1 0 0.0
/usr/local/bin/network_monitor
18688 1 sysadmin S 9888 2.4 0 0.0 /usr/local/sbin/lighttpd -f
/conf/lighttpd.conf -m /usr/local/lib
1886 1 sysadmin S 8096 1.9 0 0.0 /usr/local/bin/syslogmonitord
11434 11385 admin S 7408 1.8 0 0.0-smashclp
1890 1 sysadmin S 6836 1.6 0 0.0 /usr/local/bin/dhcpmonitor
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2014 1 sysadmin S 5484 1.3
/etc/ssh/sshd_config

2192 1 sysadmin S 5268 1.2

2135 1 messageb S 5228 1.2
system

2364 1 sysadmin S 4664 1.1

1104 1 sysadmin S 4224 1.0

1 0 sysadmin S 2992 0.7

2387 1 sysadmin S 2816 0.6
vt100

1443 1 sysadmin S 2816 0.6

669 1 sysadmin S 2812 0.6
/etc/rsyncconf.sh /conf /bkupconf
24457 11434 admin S 2812 0.6

2027 1 sysadmin S 2064 0.5
/var/run/dhcpé6c.eth.pid ethO

24446 669 sysadmin S 2044 0.5
2244 1 sysadmin S 1900 0.4
3 2 sysadmin SW 0 0.0
158 2 sysadmin SW 0 0.0
7 2 sysadmin SW 0 0.0
620 2 sysadmin SWN 0 0.0
617 2 sysadmin SWN 0 0.0
619 2 sysadmin SWN 0 0.0
618 2 sysadmin SWN 0 0.0
213 2 sysadmin SW 0 0.0
6 2 sysadmin SW 0 0.0

0 0.0 /usr/sbin/sshd -p 22 -f

0 0.0 /usr/local/bin/vmapp
0 0.0 /usr/bin/dbus-daemon --

0 0.0 /usr/local/bin/timeoutd

0 0.0 /usr/local/bin/pam_helperd
0 0.0init[3]

0 0.0 /sbin/getty -L console 115200

0 0.0 udhcpc-b-p

/var/run/udhcpc.eth0.pid -i eth0 -t 3 -T 3 -x hostname ProductSN -0 248

0 0.0{rsyncconf.sh} /bin/sh

0 0.0sh-c/usr/bin/top-n1
0 0.0dhcpéc -p

0 0.0 [inotifywait]
0 0.0 /usr/sbin/cron
0 0.0 [ksoftirgd/0]
0 0.0[kworker/0:1]
0 0.0[watchdog/0]
0 0.0][jffs2_gcd _mtd9]
0 0.0 [jffs2_gcd_mtd7]
0 0.0][jffs2_gcd _mtd2]
0 0.0 [jffs2_gcd_mtd1]
0 0.0 [fsnotify_mark]
0 0.0 [kworker/u2:0]

4.6.8 BERNZETXARE (dmesg)

AN al .
in L TIEE:

BXERHE CMC 248 dmesg B, FHBR Linux R4 demsg &<,

mLIEI:
diagnose dmesg
SR
I

[ERTER:
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x
(3R

#E R CMC R&EH) dmesg BHE.

/smashclp> diagnose dmesg

[ 1.340000] sdhci: Copyright(c) Pierre Ossman

[ 1.430000] mmcO: SDHCI controller on ast_sdhcil [ast_sdhci1.0] using ADMA
[ 1.480000] mmc1: SDHCI controller on ast_sdhci2 [ast_sdhci2.0] using ADMA
[ 1.480000] AST SoC SD/MMC Driver Init Success

[ 1.490000] Netfilter messages via NETLINK v0.30.

[ 1.490000] nfnl_acct: registering with nfnetlink.

[ 1.500000] xt_time: kernel timezone is -0000

4.6.9 KEMEEXIER (netstat)
<IN RE:
FXRERER CMC RRENNEEXER, EAHNRE Linux REH netstat <L,
TR
diagnose netstat [-ral] [-tuwx] [-en]
SRR

£ 4-11 S¥ERHA

2% S8R EN{E
-a ERFrBsocket I
-n RNHATES AT x
[EREME:
x
E R

#E T RRN2EERER.
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/smashclp> diagnose netstat -an

Active Internet connections (servers and established)
Foreign Address

Proto Recv-Q Send-Q Local Address

tcp 0 00.0.0.0:199 0.0.0.0:*

tcp 0 00.0.0.0:22 0.0.0.0:*

tcp 0 100 100.3.8.36:22 100.2.54.244:39243
ESTABLISHED

tcp 0 0:::623 ¥

tcp 0 0:::80 >

tcp 0 0:::22 ¥

tcp 0 0:::443 F

udp 0 0127.0.0.1:514 0.0.0.0:*

udp 0 00.0.0.0:161 0.0.0.0:*

udp 0 00.0.0.0:44769 0.0.0.0:*

udp 0 0:::546 *

udp 0 0:::623 ¥

udp 0 0:::161 o

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type State I-Node Path
unix 2 [ACC] STREAM LISTENING 3102
/var/run/dbus/system_bus_socket

unix 2 [ACC] STREAM LISTENING 6575658
/tmp/stateless.server

unix 2 [ACC] STREAM LISTENING 7909468
/tmp/spx_restservice.socket-0

unix 2 [ACC] STREAM LISTENING 7909471
/tmp/spx_restservice_ext.socket-0

unix 10 [ DGRAM

unix 2 [ACC] STREAM LISTENING

unix 2 [1 STREAM CONNECTED 7907008
unix 2 [1 DGRAM 2940
unix 3 [1 STREAM CONNECTED 7885364
unix 3 [1 STREAM CONNECTED 7885363
unix 2 [1 DGRAM 7909526
unix 2 [] DGRAM 4102
unix 2 [1 DGRAM 3442
unix 2 [1 STREAM CONNECTED 7909504
unix 2 [1 DGRAM 3820
unix 3 [1 STREAM CONNECTED 3110
unix 3 [1 STREAM CONNECTED 3109
unix 2 [1 STREAM CONNECTED 7884941
unix 2 [1 DGRAM 6575673
unix 2 [1 DGRAM 4082806
unix 2 [] STREAM CONNECTED 7930888

State
LISTEN
LISTEN

LISTEN
LISTEN
LISTEN
LISTEN

1135 /var/syslogsock
755 /var/UDSocket1
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unix 2 [] STREAM CONNECTED 7910393
unix 2 [] DGRAM 7909502
unix 2 [] STREAM CONNECTED 7930887

4.6.10 CMC GPIO i&&lid
i IEE:

FsRIEIR H |1 CMC R%E8 GPIO &%,
B

diagnose gpiotool <gpionumber> <option>
SHRER

£ 4-12 S¥ERHA

8% SRR &
gpionumber GPIO%RS 0-227
--get-di
option XFWL get-dir
--get-data
EAREmR:

BNREWHTIR, FEUALBEEESTER, HRNERTESHRARY,
e A=A

#3KEX GPIO 10 B NI A [

/smashclp> diagnose gpiotool 10 --get-dir
Inside Get Dir

Input Pin

#3£EL GPIO 10 B3 NIRS

/smashclp> diagnose gpiotool 10 --get-data
Inside Read gpio.

Pin is High
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4.6.11 CMC I2C ig &l
L IRE:

RRIFRZET CMC RAH 12C 18 &,
AR

diagnose i2c-test -b <bus number> --scan

diagnose i2c-test -b <bus number> -s slave -rc count -d < bytes >

diagnose i2c-test -b <bus number> -s slave -w -d < bytes >

£ 4-13 S¥6RHA

88 B E{E
bus number bus= 0-13
slave 7fislaveits it 0-0x7F
count EEREE REAN
bytes B RIENHIE T

ERtEmM:
XAREWNTE, FEWATESEISSTER, SN ERATESHALRYE,
{ERRM:

#3134 12C bus 1 B9AFA slave ik,

/smashclp> diagnose i2c-test -b 1 --scan
Scanning the 12C Bus...this may take a while...

Done! Found 1 valid slave address(es)
Slave list:
0xa0
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#M 12C B9 bus 1 89 7 {if slave #ifit Ox50 £E 32 NFEH .

/smashclp> diagnose i2c-test-b 1 -s 0x50 -rc 32-d 00
i2c_dev =/dev/i2cl

Bytes read: 32

b4 05 5d 4d 8 94 ff ff ff ff ff ff ff ff ff ff

ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff

Bytes written: 2

00 00

4.6.12 CMC PWM KX &
mLIEE:
FRIBIE CMC RG89 PWM KBS
mLIEI:
diagnose pwmtachtool <device_id><command-option> <fannum>
SHRER

£ 4-14 B¥HA

288 SR &
device_id & #%id —f&A0
--get-fan-speed
command-option RHwe get-lan-spee
--get-pwm-dutycycle
fannum FEILTNE [1-nZ&EZXRAINEEE
=R

BNREWHTIR, FEUALBEEES TER, HRNERTESHRAARY,
e A=A

#IREUIRE 0 T 0 RIEEiE,

/smashclp> diagnose pwmtachtool 0 --get-fan-speed 0
Fan 0 speed is 7498

#IRENIREE 0 TXES 2 B9 duty,

119



/smashclp> diagnose pwmtachtool 0 --get-pwm-dutycycle 2
PWM 2 Dutycycle is 26

4.6.13 CMC IPMI i&&i/1d]
<L IRE:

&/ IPMItool TEXH#] CMC RE#1T IPMI X ERMIFE,
KT

diagnose ipmitool -H 127.0.0.1 <command>

£ 4-15 B¥RA

8% SRR &
fru
sensor

command ipmitool#&r & sdr
sel
sel list

EFtER:
7
fERRB:

#3KEL CMC B9 FRU 5 8.,

/smashclp> diagnose ipmitool -H 127.0.0.1 fru
FRU Device Description : Builtin FRU Device (ID 0)
Chassis Type : Rack Mount Chassis
Chassis Part Number : ChassisPN

Chassis Serial : ChassisSN

Chassis Extra : ChassisExtra

Board Mfg Date :SatJan 108:02:00 2000
Board Mfg : BoardMfr

Board Product : BoardPN

Board Serial : BoardSN

Board Part Number : BoardPart
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Board Extra : BoardExtral
Board Extra : BoardExtra2
Board Extra : BoardExtra3
Product Manufacturer : ProductMFR
Product Name : ProductName
Product Part Number  : ProductPN
Product Version : ProductVver
Product Serial : ProductSN
Product Asset Tag : ProductAT
Product Extra : ProductExtral
Product Extra : ProductExtra2

#IKE CMC B9 sdr 58,

/smashclp> diagnose ipmitool -H 127.0.0.1 sdr

Inlet Temp | 28 degrees C | ok
Outlet_Temp | 28 degrees C | ok
CMC_Temp | 36 degrees C | ok
PeerCMC_Prst | 0x02 | ok
CMC_Status | 0x00 | ok
PeerCMC_Status | 0x00 | ok
Switch_Temp | 0 degrees C | ok

#3KEX CMC B9 sensor (58,

/smashclp> diagnose ipmitool -H 127.0.0.1 sensor

Inlet_Temp | 28.000 | degrees C | ok | na | na
| na | 40.000 | 45.000

Outlet Temp | 28.000 | degrees C | ok | na | na
| 75.000 | na | na

CMC_Temp | 36.000 | degrees C | ok | na | na
|na |80.000 | 85.000

PeerCMC_Prst | Ox0 | discrete | 0x0280| na | na
| na | na | na

CMC_Status | Ox0 | discrete | 0x0080| na | na
| na | na | na

PeerCMC_Status | Ox0 | discrete | 0x0080| na | na
| na | na | na

Switch_Temp | 0.000 | degrees C | ok | na | na
|na | 100.000 | 105.000

NODE1_Prst | Ox0 | discrete | 0x0180| na | na
| na | na | na

NODE2_Prst | Ox0 | discrete | 0x0280| na | na
| na | na | na

| na

[ na

| na

| na

| na

#IKEX CMC B9 SEL 258,
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/smashclp> diagnose ipmitool -H 127.0.0.1 sel
SEL Information

Version : 1.5 (v1.5, v2 compliant)
Entries 1119

Free Space : 63360 bytes

Percent Used 12%

Last Add Time :01/02/200001:06:22
Last Del Time : Not Available

Overflow : false

Supported Cmds : 'Delete' 'Partial Add' 'Reserve' 'Get Alloc Info'
# of Alloc Units : 3639

Alloc Unit Size :18

# Free Units : 3520

Largest Free Blk : 3520

Max Record Size :13

#IREL CMC B89 SEL B9ZIEE R,

/smashclp> diagnose ipmitool -H 127.0.0.1 sel elist
1/01/01/2000 | 08:00:25 | System Boot Initiated CMC_Boot_Up | Initiated by
warm reset | Asserted
2]|01/01/2000|08:01:06 | Module/Board PeerCMC_Prst | Device Present
3]101/01/2000|08:01:06 | Module/Board NODE2_Prst | Device Present
4]101/01/2000|08:01:06 | Module/Board NODE7_Prst | Device Present

4.6.14 KX MR GHEERABR(IF)
mIMAEE:
FRERIR CMC RANNXHRAERER, FEHNZ Linux REH df 52,
R
diagnose df [-Pkmhai]
SH0RE:
7
g
7

&R

122



#HRI A X R AN ERER.

/smashclp> diagnose df

Filesystem 1K-blocks Used Available Use% Mounted on
/dev/root 51004 51004 0100% /

devtmpfs 172296 0 172296 0% /dev

/dev/shm 205200 128 205072 0% /var

/dev/shm 205200 44 205156 0% /run
/dev/mtdblock? 1984 316 1668 16% /bkupsync
/dev/mtdblock1 1984 352 1632 18% /conf
/dev/mtdblock2 1984 340 1644 17% /bkupconf
/dev/mtdblock9 10176 532 9644 5% /extlog
/dev/mtdblock10 10176 388 9788 4% /usr/local/lmedia
/dev/ram3 6032 6032 0 100% /usr/local/www
/smashclp> exit

4.6.15 FKENARLEZTHIE (uptime)
L IRE:
FXRERER CMC RERIETTENE, ERNZE Linux RER uptime <.
CER g%
diagnose uptime
SHORA:
%
[ERTER:
%
&R

#HRI S BT R RIBITEE

/smashclp> diagnose uptime
05:14:10 up 2 days, 21:14, 1 users, load average: 2.58, 2.07,1.94
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e

A.1 GEERIER

B
BIOS Basic Input Output System EARBNGEERS
BMC Baseboard Management HIRZSE RS
Controller
C
CLI Command-Line Interface SOFRE
CLP Command Line Protocol ST
CcMC Chassis Management NECERS
Controller
CcPU Central Processing Unit thoh g FB e
D
DHCP Dynamic Host Configuration HAENIB BN
Protocol
DNS Domain Name System B 5%
F
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FMA Failure Mode Analysis KEX AT

GUI Graphical User Interface BFAFRE

HTML Hyper Text Markup Language BXAHRCIES

IPMI Intelligent Platform BT gEEN
Management Interface

MLAN Music Local Area Network BRBEEM

NIC Network Interface Controller W 45 45 O 4 1) 2§

NTP Network Time Protocol o) £ B 18] 1M
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PSU Power Supply Unit BIRIESE

RST Reset s

SMTP Simple Mail Transfer Protocol & B BB A SN

SMASH Systems Management RS SR IE M R A S TR A
Architecture for Server
Hardware

SNMP Simple Network Management 2 8 [ 4R ES TR A
Protocol

SSH Secure Shell TSI HY

TCO Total Cost of Ownership SWEMA

uiD User Identification EALIERAT
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UPI Ultra Path Interconnect BRIEE T
USB Universal Serial Bus BRSBTEEZ
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